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Abstract—Software Defined Networking (SDN) proposes the
separation of the control plane from the data plane in network
nodes. Furthermore, Openflow architecture through a centralized
control of the packet forwarding engines enables the network
administrators to literally program the network behavior. The
research and results of experiments show clear advantages
over traditional network architectures. However, there are open
questions to be solved in order to integrate SDN infrastructure
and applications in production networks. This paper presents an
analysis of the evolution of SDN in recent years. Additionally,
this piece of work also describes some interesting SDN/Openflow
research initiatives and applications. Finally, there is a disscussion
on the main challenges of this new technology.

Index Terms—Future Internet, Software Defined Networking,
OpenFlow.

I. INTRODUCTION

Network technologies have become in a critical element in
almost all human activity. The number of devices as well as the
amount of traffic moving in Internet is growing exponentially.
However, the development of new protocols and services (mo-
bility, VoIP, QoS, video streaming) has been limited by the hard
union between specialized packet forwarding hardware and
operating systems running hundreds of static protocols (some
of them private) and only allowing the network administrator
only the configuration of the network equipment. Additionally,
the deployment time of a new idea from the design, simulation,
testing, publication in a standard and finally the installation
in network equipment can take some years. Clearly, the new
generation networks need to change the rigidity of actual
network architectures.

Software Defined Networking (SDN) is an architectural
innovation that proposes the separation of control plane and
the data plane enabling their independent evolution and de-
velopment. Ethane [1] was one of the first SDN initiatives.
This model was proposed for enterprise networks and uses
a centralized control architecture. However, this implementa-
tion required the deployment of custom switches (OpenWrt,
NetFPGA, Linux) to support Ethane Protocol.

Today, the principal crystallizing of SDN is Openflow [2],
an open architecture initially developed as a way of allowing
researchers to run experiments on heterogeneous networks
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without affecting the real users traffic. Openflow [2] aims at
providing more configuration options in the switch dataplane.

The Openflow specification [3] establishes the rules of
communication between data plane and a centralized control
plane and allow the entire network to be controlled through
users software applications (APIs). The Open Networking
Foundation ONF [4] brings together about 90 companies and
is dedicated to releasing, promoting and adopting of OpenFlow
specification [3].

This implementation of Openflow [3] removes the limita-
tion of rigidity of static protocols, opens the possibility of
rapid innovation and led research community to develop new
paradigms in network technologies. Some examples of this
evolution are: Virtualization [5], [6], High Level Network
Programming Languages [7], [8], optimization of Quality
of Experience QoE applications [9], [10]. However, new
challenges and unanswered questions appear when trying to
implement these ideas in production networks: Modeling and
Performance [11], Resilience and Recovery [12], Security
[13], Convergence and Management [14], [15]. This paper
presents an analysis of SDN/Openflow [2] technologies and
discusses the challenges and open question in order to imple-
ment them in production networks.

The rest of the paper is outlined as follows: Section II
defines the Openflow architecture. Then, Section III presents
the actual research and experimentation. Next, Section IV
analyzes the SDN challenges. Finally, Section V concludes
with the discussion and conclusions.

II. OPENFLOW

The Openflow architecture [2] consists of three principal
elements: an Openflow switch, an external controller and the
Openflow Protocol [3] which establishes the communication
between switch and controller through a secure channel.

An Openflow switch consist of one or more flow tables and
a group table used for packet lookup and forwarding. Each
flow table is composed of a set of match fields, counters and
instructions. The packet fields to be compared with the match
fields can be indistinct of the second, third or fourth layer in
TCP /IP architecture. The number of the packet fields to be
matched depends on the version of the Openflow protocol [4],
[16]. The recent version of Openflow is v1.3 and specifies a
number of 40 match fields including support to IPv6. However,
the most widely used version is v1.0 with a number of 12
match fields.



If the header of an incoming packet is similar to a match
field in a flowtable, the corresponding actions are taken. The
Openflow Protocol [3], [4] specifies the set of mandatory
and optional actions that a switch can take. The principal
mandatory actions are: send the packet by a given port, send
packet to the controller or drop the packet. In the case that
incoming packet doesnt match with a match field, the switch
can be configured to send it to the external controller or
drop the packet. The external controller has the responsibility
of analyzing the information received by switches and
controlling their actions through the maintenance of the flow
tables in switches.

III. RESEARCH AND EXPERIMENTATION

The direct manipulation of the forwarding plane on net-
work devices allows researchers the possibility of designing
new services, routing protocols, security models, and directly
testing their functionality directly in the network. Next, there
is a revision of important SDN research initiatives.

A. Virtualization

Similar to computer virtualization layer, where a hardware
abstraction permits slicing and sharing the hardware resources
with different Operating Systems OS in a host, the goal of net-
work virtualization is to isolate multiple logical networks, each
of them with completely different addressing and forwarding
mechanism, but sharing the same physical infrastructure. SDN
provides the opportunity to reach a network hardware abstrac-
tion layer.

Flowvisor [5] is a virtualization platform that uses Openflow
[2] to sit logically between control and forwarding paths.
Flowvisor [5] acts as a transparent proxy between controllers
and switches. Then, it creates strong and transparent virtual
slices according to administrators established policies and
ensures isolation in terms of bandwidth, flowspace and switch
CPU load. The user can only observe and control only their
own slice. Additionally, it is possible to slice a virtual slice
and create like hierarchies of virtualized networks (Fig.1).

In [6] there is a demonstration of four successful networking
experiments (load balancer, wireless streaming video, traf-
fic engineering and hardware prototyping experiment) using
Flowvisor [5], each with its own slice. However, the exper-
iments show some problems to be solved: the unexpected
interaction with other deployed network devices, increase of
broadcast traffic emitted from non-OpenFlow devices and
some violations of the CPU isolation, especially when one
slice inserts a forwarding rule that is handled via the switches
slow path.

Another important aspect is the integration between network
operations and computer virtualization. In computer virtual-
ization, the different virtual machines VMs require a network
access layer that provides inter- and intra-VM connectivity and
provide similar network functions to the physical layer. The
common model is to establish communication between virtual
nodes and physical NIC implementing typical L2 switching

or L3 routing. This makes the network management of virtual
environments difficult, for example the migration of VMs
between different physical servers. In this approach, SDN and
network virtualization can help to achieve these goals.

Open vSwitch [17] is a software switch built for virtual
environments. This switch exports an interface for fine-grained
network control. Additionally, it has a logical partition of the
forwarding plane through a flexible, table-based forwarding
engine. The forwarding plane has an external interface and
can be managed for example by Openflow [2]. With this
abstraction, the controller can obtain a logical view of multiple
Open vSwitches running on separate physical servers.

Another interesting application of virtualization is the vir-
tual network migration (VNM). In typical networks, the migra-
tion or change of a network node require the re-configuration
and the re-synchronization of the routing protocol. This causes
high delays and packet loss. Consequently, the use of virtual
nodes can significantly reduce the downtime.

In the VNM system proposed in [18], the SDN controller
creates new flow entries for the new switch and redirects the
paths from the initial to the new node. Then, the controller
deletes the flow entries of the old switch making it feasible
to be removed with security. The results of experiments show
a total migration time of 5ms without packet loss. Moreover,
the system could be dynamically reconfigured to place virtual
networks on different physical nodes according to the time of
day or the traffic demand to save energy (green networks).

B. Simulation and Testbeds

The possibility of debugging and testing new designs in
a real environment is difficult and expensive. The network
simulation is the first step to evaluating the idea previous
implementation in a real production network. However, the
current network simulators are expensive and dont offer sup-
port to Openflow [2].

Mininet [19] is the first open source simulator for Openflow
networks. It uses OS-level virtualization features, including
processes and network namespaces and allows a scale to
hundreds of nodes (switches, hosts, and controllers) in a simple
laptop. The user can run commands on hosts, verify switch
operation and even induce failures or adjust link connectivity.
Another advantage is that the code used to program a con-
troller in the simulator is the same as the one to be deployed
into a real network. However, Mininet [19] presents some
limitations. The performance is directly related to the number
and topology of virtual nodes and the available resources in
the host. For this reason, the results of experiments in terms
of bandwidth or time can vary from one computer to another.

In case the industry or research community may need to
test experiments in a scaled real network infrastructure, there
is worldwide in development different large scale testbeds.
Global Environment for Network Innovations GENI [20]
is a research infrastructure sponsored by the US National
Science Foundation. Currently GENI [20] is deploying a
SDN/Openflow [2] technology at their infrastructure (8 cam-
puses interconnected).



The project OpenFlow in Europe: Linking Infrastructure and
Applications OFELIA [21] bring together different European
research institutes within the European Commisions FP7 ICT
Work Programme. This project interconnects an infrastructure
of 8 Openflow [2] islands allowing experimentation on multi-
layer and multi-technology networks and providing realistic
test scenarios and diverse and scalable resources. The Extend-
ing and Deploying Ofelia in BRAzil EDOBRA proposal [22]
has the purpose of extending the OFELIA network to Brazil
as a new OFELIA island.

C. High Level Network Policy Languages

In computer systems, the Operating-Systems (OS) facilitate
the development of programs through high level abstractions
of hardware and information resources. In the SDN paradigm,
the entire behavior of the network is managed by the control
layer. In the Openflow architecture [2], the control layer is
materialized in a centralized controller. Clearly, the controller
needs a Network Operating System NOS that facilitates the
user create software programs to control the behavior of the
network. Currently, there are several NOS. The most used open
source NOS are: NOX/POX [23], Maestro [24], Beacon [25],
Floodlight [26] each with its particular characteristics. NOX
and POX are similar but implemented in C++ and Python
respectively. Additionally, they use a group of application
programming interfaces (APIs) to communicate and interact
with switches. Beacon [25] and Floodlight [26] are NOS based
on Java platform. Maestro [24] use multithreading looking
for better performance and scalability. In [27] these kinds
of controllers are denominated as southbound, because they
interact directly with the forwarding layer and manipulate
the state of individual devices. However, programming High
Level operational tasks using this kind of NOS is still difficult.

Fig. 1. Openflow Protocol, Virtualization and Network Operating Systems NOS

The user need to mix different match fields, actions, prorities
for each switch looking for the espected behavior of the
network. Moreover, the synchronization between control and
data messages requires high attention and complicates the
creation of new applications. For this reason, the northbound
interfaces automatically translates the network policies (policy
layer) in coordinated rules to the switches and ensure a correct
behaviour of the network.

Procera [8] is a control architecture that includes a declar-
ative policy language based on the notion of Functional
Reactive Programing (FRP) [28] which provides a declarative,
expressive and compositional framework for describing reac-
tive and temporal behaviors according to network conditions.
It also has event comprehensions to manipulate event streams
and signal functions of windowing and aggregation. In [27],
[29] uCap project is presented using Procera [8]. uCap [29]
enables home users to monitor and manage end-host devices
data usage in their home network. When the device reaches
the data capacity allocated by the administrator, the system
can disable the connection of this device. This system is
useful especially for subscribers of ISPs that enforce monthly
bandwidth caps.

Frenetic [7] is a network programming language that com-
prises two integrated sublanguages: a Declarative Network
Query Language and a Network Policy Management Library.
The Network Query Language reads the state of the network
by installing low-level rules on switches that are transparent
to the programmer. The Network Policy Management Library
manages the policy of the forwarding packets using a func-
tional, reactive programming based on FRP [28]. A working
prototype of Frenetic is available in [30].



Another High Level Policy Language is Pyretic [31], which
is designed to support modular programming. In other words,
the programmer can write modules independently without
interferance between them. Pyretic [31] establish different
policy composition operators, including parallel composition
and sequential composition. In parallel composition the poli-
cies are executed on the same packet and the results are
combined. For example, send packet with header A to port 1
and packet with header B to port 2. In sequential composition
the result of a policy A is the entry of the next policy B,
such as the combination of balancing and switching policies
(change the packet header and then routing based on the new
header). The Fig.1 describes the location and function of the
different abstraction levels (Openflow [2], Virtualization and
NOS) within SDN paradigm.

D. Multimedia - Quality of Experience (QoE)

In multimedia systems, the notion of Quality of Experi-
ence QoE has growing since Quality of Service (QoS) is
not powerful enough to express all features involved in a
communication service. However, the term QoE doesnt yet
have a solid, theoretical and practical concept.

The European Network on Quality of Experience in Multi-
media Systems and Services (QUALINET [9]) emphasizes a
working definition: QoE is the degree of delight or annoyance
of the user of an application or service. It results from the
fulfillment of his or her expectations with respect to the utility
and / or enjoyment of the application or service in the light
of the users personality and current state. Regardless, the use
of this term QoE is increasing in the research community.

In [10], a SDN path optimization system for multimedia
flows at the infrastructure layer improves QoE experience. The
architecture consists of two main functions: QoS Matching
and Optimization Function (QMOF) and the Path Assignment
Function(PAF). QMOF reads the user multimedia parame-
ters, determines whats feasible and looks for an optimal
service configuration, while PAF maintains a network topology
database. If the quality of the network is degraded, the system
can react and dynamically modify the path parameters of the
network prioritizing the users configuration.

Another important goal in multimedia communications
and QoE is the capability to recovery a network path when
a link fails (eg. audio/video streaming). In [32], a Openflow
[2] based system is capable of recovering from a link failure
using an alternative path. The system uses two well-known
mechanisms: restoration and protection. In restoration
method, when a path failure signal is received, the controller
calculates and establishes an alternative path. In protection
method, the controller anticipates a failure and calculates two
disjoint paths (working and protected) before a failure occurs.
The experiments show a recovery time of less than 50 ms for
carrier-grade network.

IV. CHALLENGES

The deployment and experimentation of SDN/Openflow [2]
initiatives have some important challenges at the moment to
be successfully adopted at production networks. Below, there
is a discussion of the most important aspects to considerate
and the first proposed solutions.

A. Modeling and Performance

The implementation of SDN/Openflow requires the estima-
tion of the number of controllers needed by a determinate
topology and the localization of these controllers. This is a
difficult question to answer. SDN establishes the separation
of control and data planes, but doesnt necessarily order the
existence of a single controller. SDN control plane may have
single controller, a set of controllers in a hierarchy topology,
or even any dynamic controllers topology. In [33], there is
a complete study about this issue. The authors conclude that
number and position of controllers depends on desired reaction
bounds, metric choice and the network topology itself. The
experiments show a decreased performance from each added
controller, along with tradeoffs between metrics. However,
the latency of a node connected with a single controller for
medium sized network is similar to the response-time in actual
production networks.

Another important factor is the selection of an appropriate
NOS and the measure of its performance. In other words,
how fast the controller responds to datapath request and
how many datapath requests the controller can handle per
second. However, it is also necessary to establish a balance
between high performance and the productivity of developers
(a developer friendly language). The experimentation [25],
[34] show that the performance of the controller depends
directly of programming language (C++, Java, Python) and
the development environment.

The NOS previously named [23]–[26] are still in develop-
ment and their features are constantly improved. For example,
Fig. 2 and 3 show an evaluation of recently new Beacon
improvements of performance in relation to other controllers.
Tests were run on Amazons Elastic Computer Cloud using
a Cluster Compute Eight Extra Large instance, containing
16 physical cores from 2 x Intel Xeon E5-2670 processors,
60.5GB of RAM, using a 64-bit Ubuntu 11.10 VM image
(ami-4583572c) [25]. The experiment uses Cbench [35] utility
for testing the throughput (number of transactions per second)
and latency (time required for a packet to arrive at its destina-
tion through the network) of Openflow [2] controllers using a
single thread.

Fig.2 shows the capacity of the different NOS handling
constantly Packet In messages from 64 emulated switches as
soon as possible. Fig.3 measures the average time between
sending a single packet of an emulated switch and the reply
from the controller.



Fig. 2. Test of throughput of NOS [25]

Fig. 3. Test of latency of NOS [25]

B. Resilience and Recovery

One of the problems related with the centralized control pro-
posed by Openflow [2] is the vulnerability of the network. A
failure of the controller can negatively compromise resilience
of the whole network. Additionally, Openflow [2] establishes
the configuration of one or more backup controllers, but doesnt
provide a coordination mechanism between them.

CPRecovery component [12] is primary-backup mechanism
that permits the replication between primary and secondary
SDN controller in two phases: the replication phase and the
recovery phase. The replication phase acts during normal
functioning of the controller and send regular updates to the
backup controller. The recovery phase acts during a failure
state of the primary controller and starts the backup controller
as a main controller. The failure state can be fired by abruptly
aborting of a NOS process, an unexpected error of the applica-
tion (API) or a DDoS attack. The results of experiments show
a recovery time (from failure state to backup connection) of
800 ms.

C. Security

The current Internet architecture has huge problems to
support, verify and enforce security properties. Typical Se-
curity Systems are based on securing hosts (e.g. antivirus)
or installing specialized network devices (middleboxes) to
detect anomalies into the network. However, these solutions
become ineffective when the host is compromised (zero day
vulnerabilities) or require constant updates and effort from the
network administrator for example selecting the traffic to be
filtered. In this point SDN can help to improve and develop
new security models.

Pedigree [13] is a security system based on SDN for
enterprise networks. This model uses Openflow [2] and a
simple kernel OS-function on hosts to help the network
controller to determine the provenance of the traffic network.
Once the connection is validated, the controller enables and
establishes the network path in switches. This system is
designed with two components: the tagger and the arbiter.
The tagger monitors all events in the OS and creates a
tag for each process. When a process requires data sent
through the network, a tagstream is sent to the controller. The
controller has an arbiter function that checks the tags, verifies
and orders an installment of the appropriate flowtables in
switches. If the arbiter detects an unauthorized connection
attempt, the controller orders a blockage of the flow of this
link. Although, these processes generate additional load on
the host and the network, the overhead is comparable to
running an antivirus software.

D. Convergence and Management

SDN-Opeflow [2] architecture was originally developed for
enterprise-campuses networks. However, to try and extend this
architecture to large networks requires attend some issues, for
example the problem of Interdomain Routing.

Today, the largest deployed protocol to communicate au-
tonomous systems AS is the Border Gateway Protocol (BGP).
BGP is a destination-based forwarding paradigm. In other
words, the routing information between Autonomous Systems
AS depends on the destination address in the IP packet header.
An AS interchanges information and influence the traffic flow
only with his direct neighboring AS. This makes it difficult
to control of traffic flows along an entire path or in a remote
part of the network. The task is to integrate SDN architecture
to interconnect different AS.

In [15], an interdomain-routing solution based on BGP uses
a NOX-Openflow [2] architecture. The new Inter-AS system
proposes to extend two NOX components: messenger and the
switch. Messenger creates a dedicated channel (port 2603)
and enables the exchange of information between several
NOX components. In other words, this messenger channel is
used as a dependency of the Inter-AS component. The Switch
adds a call to the Inter-AS component in case of an outside
destination and selects the right datapath and port to forward
the packet.



Another challenge to considerate is the integration with
legacy networks. That is, networks with non-Openflow capac-
ity (actual Internet infrastructure). It is noted that equipment
could be upgraded or even replaced to support Openflow [2].
However, this change means costly network re-engineering.
For this reason, the coordination between new SDN equipment
and legacy infrastructure is necessary.

The project LegacyFlow [36] proposes a solution for co-
ordination between Openflow [2] and traditional networks.
The model introduces a new component between these archi-
tectures called Legacy Datapath(LD) that provides a bridge
between different features of the legacy equipment. LD re-
ceives and interprets the messages sent by the Openflow
controller and applies the corresponding actions in a real
switch. Additionally, LegacyFlow [36] also proposes to add
new actions to Openflow protocol [3] in order to improve the
integration with traditional networks.

V. DISCUSSION AND CONCLUSIONS

This paper presents the state-of-the-art, the evolution and
the challenges of Sofware Defined Networking in the last few
years. Below, there is an exposition of some final comments
and conclusions.

The separation of control and data planes opens the possi-
bility to easily develop new services and network applications
to industry and research community. Openflow [2] is a SDN
technology based on the logic of match/action in data plane
taking advantage of the actual network hardware capabili-
ties. However, SDN can be expanded beyond match/action
paradigm. For example, SDN can take into account several
extensions, such as middleboxes or programmable custom
packet processors.

This evolution could offer new services, for example on
the fly encryption, transcoding, or traffic classification. Nev-
ertheless, this requires a unifying control framework to allow
coordination between the different types of network devices,
as well as consensus and vendor support. At this point, the
ONF [4] will take a decisive factor with the publication of
new SDN protocols.

In control plane, the programming, debugging and test-
ing are open issues in SDN. The High Level Languages
facilitate the development of applications, but the composing
and coupling of heterogeneous component are still difficult.
For example, compose applications using NOX/POX [23]
and Floodlight [26] or Beacon [25] simultaneously in the
same controller is complicated today. The northbound policy
languages also need to be constantly improved and tested to
their implementation in production networks.

Finally, it is necessary to remark that Software Defined
Networking is a tool. The research community can use this
tool and develop new protocols, services, network applications
taking advantage of the global view and the huge amount of
information about the network.
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